A chaotic filter bank for computer cryptography is proposed. By encrypting and decrypting signals via a chaotic filter bank, the following advantages are enjoyed: 1) one can embed signals in different frequency bands by employing different chaotic functions; 2) the number of chaotic generators to be employed and their corresponding functions can be selected and designed in a flexible manner because perfect reconstruction does not depend on the invertibility, causality, linearity and time invariance of the corresponding chaotic functions; 3) the ratios of the subband signal powers to the chaotic subband signal powers can be easily changed by the designers and perfect reconstruction is still guaranteed no matter how small these ratios are; 4) the proposed cryptographical system can be easily adapted in the international multimedia standards, such as JPEG 2000 and MPEG4.
Introduction
Cryptography using chaos found many applications in audio processing [Delgado-Restituto, 1996 ], image processing [Yen, 2000] and communications [Yang, 1997] . The existing cryptographical algorithms are implemented based on chaotic oscillator [Delgado- Restituto, 1996 ], Chua's circuit [Yang, 1997] , modulo operator [Götz, 1997; Dachselt, 1998 ] and permutation scheme [Yen, 2000] . However, these algorithms are formulated based on the time domain state space nonlinear differential or difference equations. Hence, the information of the signals at different frequency bands does not exploited. Moreover, although these existing nonlinear cryptographical systems produce uncorrelated signals, these methods are highly relied on the corresponding chaotic functions. Hence, details analysis of these chaotic functions, such as the stability regions of chaotic parameters, sensitivity of these parameters to rounding errors, invertibility of the chaotic functions etc, is required.
Unfortunately, the stability regions of parameters of the existing chaotic functions are limited and these parameters are very sensitive to rounding errors. Hence, it would cause significant errors and disasters when these methods are applied to real systems.
Furthermore, since the structures of the existing chaotic systems are not flexible in the sense of changing the number of chaotic generators and their corresponding functions.
Hence, the order of the complexity of the encrypted signals is constrained. In addition, these systems cannot be adapted into the existing international multimedia standards directly because the existing international multimedia standards are based on the filter bank approach.
On the other hand, filter bank and wavelets theory is widely studied and found many applications in many engineering disciplines, particularly in multimedia signal processing applications [Vaidyanathan, 1990; Phoong, 1995; Mao, 2000; Soman, 1993] . This is because filter bank and wavelets theory exploits both the time domain and frequency domain information of the signals. By permuting the subband signals, the signals are encrypted. Although both the encryption and decryption of this method is simple because just matrix multiplications are involved, the encrypted signal is usually correlated to the input signal. This is because since the power spectrum density of the input signal is usually not flat, permuting the subband signals cannot flatten the power spectral density. Recently, the filter bank and wavelets theory are extended to the systems with nonlinearity [Redmill, 1996] . Redmill found that perfect reconstruction can be achieved no matter the corresponding subband processing are noninvertible, noncausal, nonlinear and time varying. Also, the filter system is very flexible in the sense of changing the number of subband processing units and their corresponding functions. However, Redmill does not explore any applications.
In this paper, a chaotic filter bank for computer cryptography is proposed. Our proposed system enjoys both the advantages of the traditional filter bank approach and the existing nonlinear chaotic approach because the chaotic functions can produce an uncorrelated signal and the filter bank structure ensures perfect reconstruction no matter the chaotic functions are noninvertible, noncausal, nonlinear and time varying.
The outline of this paper is as follows: The cryptographical system is discussed in section 2 and simulation results are given in section 3. Finally, a conclusion is summarized in section 4. The various signals in figure 1 can be expressed as follows:
Proposed cryptographical system
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A filter bank is said to achieve perfect reconstruction if [ ] n y is a delayed gain
This property is important in cryptography because this guarantees decryption is lossless. It is shown in [Redmill, 1996] that the filter bank system achieves perfect reconstruction if and only if 
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, the perfect reconstruction condition becomes ( ) ( )
where I is an identity matrix [Vaidyanathan, 1990] .
It is found that if ( )
where d is a constant and ( )
represents the conjugation of the coefficients of ( ) z E , then the wavelets generated by the binary tree structure filter bank is orthonormal [Soman, 1993] 
respectively.
In order to generate uncorrelated signals, we employ the logistic maps as the 5 chaotic functions. The nonlinear functions are 
Simulation results
In this paper, we choose a standard one dimensional test signal [Mallat, 1992] , a simple sinusoidal signal and a random Gaussian noise with zero mean and unit variance as test inputs. The parameters are selected as 01 [ ] 
Conclusion
In this paper, a chaotic filter bank system is proposed for computer cryptography. According to the simulation results, the system provides good performances for cryptography. Moreover, the system also provides high design flexibility.
